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Can we trust NNs in safety-critical tasks?



Can we trust NNs in safety-critical tasks?

• No! As we have seen in train/test time integrity



What is neural network verification?

• Verification requires a formal proof to show the property holds


• In the robustness verification setting, a model can’t be attack  Verified


• Many heuristic defense was broken under stronger attacks


• A verified model cannot be attacked by any attacks (including unforeseen ones)

≠



The Basic Formulation of Robustness Verification

• Consider a simple binary classification case:
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Why the verification problem is challenging
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CROWN: Bound Propagation based Verification



Find the lower bound on feed-forward networks



How to convert ReLU into a linear function



Convex envelope



How to convert ReLU into a linear function



CROWN backward bound propagation
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Relaxation during bound propagation



Relaxation during bound propagation



Relaxation during bound propagation



CROWN backward bound propagation



CROWN backward bound propagation



CROWN backward bound propagation



CROWN backward bound propagation



CROWN backward bound propagation



CROWN backward bound propagation



CROWN backward bound propagation



The CROWN lower bound



The CROWN lower bound


