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Differential privacy review

• Anonymize the data won’t work


• Definition of differential privacy


• 


• Example:


•  


•  


• 


•  


•

log
P(M(D) ∈ S)
P(M(D′ ) ∈ S)

≤ ϵ

P(M(D) = "Bod has cancer") = 0.55

P(M(D + Bob) = "Bod has cancer") = 0.57

P(M(D + Bob) = "Bod has cancer") = 0.8

log
P(M(D + Bob) = "Bod has cancer")

P(M(D) = "Bob has cancer")
=

0.57
0.55

= 0.0357

log
P(M(D + Bob) = "Bod has cancer")

P(M(D) = "Bob has cancer")
=

0.8
0.55

= 0.375



Differential privacy review

• Anonymize the data won’t work


• Definition of differential privacy


• 


• -Differential Privacy: 


• -Differential Privacy:

log
P(M(D) ∈ S)
P(M(D′ ) ∈ S)

≤ ϵ

ϵ ∀S Pr[M(D) ∈ S] ≤ eϵPr[M(D′ ) ∈ S]

(ϵ, δ) ∀S Pr[M(D) ∈ S] ≤ eϵPr[M(D′ ) ∈ S] + δ



Differential privacy review

• The privacy amplification theorem:


• We sample a random fraction q rather than the entire data


•  becomes 


• Composition of privacy budgets


•  is ,  has a budget of 


• The composition is 

(ϵ, δ) (qϵ, qδ)

M1 (ϵ1, δ1) M2 (ϵ2, δ2)

(ϵ1 + ϵ2, δ1 + δ2)



DP-SGD



DP-SGD

• Naive composition 


• Strong composition 


• Moments accountant 

(qTϵ, qTδ)

(qϵ T log 1/δ, qTδ)

(qϵ T, δ)



A metaphor for private learning



A metaphor for private learning



A metaphor for private learning



Private Aggregation of Teacher Ensembles
PATE



Aggregation

nj( ⃗x) = |{i : i ∈ 1…n}, fi( ⃗x) = j | f(x) = arg max
j

{nj( ⃗x)}



Intuitive privacy analysis

• If most teachers agree on the label, it 
does not depend on specific partitions, 
so the privacy cost is small.


• If two classes have close vote counts, 
the disagreement may reveal private 
information.



Noisy aggregation

nj( ⃗x) = |{i : i ∈ 1…n}, fi( ⃗x) = j | f(x) = arg max
j

{nj( ⃗x) + Lap(
1
ϵ

)}Lap(
1
ϵ

)



Critical point



Critical point



Teacher ensemble



Student training



Why train an additional “student” model?

• The aggregated teacher violates our threat model:


• Each prediction increases total privacy loss. 


• Privacy budgets create a tension between the accuracy and number of 
predictions.


• Inspection of internals may reveal private data. 


• Privacy guarantees should hold in the face of white-box adversaries.



Deployment



Differential privacy analysis

• Application of the Moments accountant technique (Abadi et al, 2016)


• Strong quorum  Small privacy cost


• Bound is data-dependent: computed using the empirical quorum

⇒



Rényi Differential Privacy

• -Differential Privacy


• 


• Rényi Divergence at 


•

ϵ

max
x

P(x)/Q(x) < eϵ

∞

D∞(P | |Q) < ϵ



Rényi Divergence

• 


• 


•

Dα(P | |Q) =
1

α − 1
log EQ[(

P(x)
Q(x)

)α]

D1(P | |Q) = lim
α→1

Dα(P | |Q) = EP[log(
P(x)
Q(x)

)]

D∞(P | |Q) = lim
α→∞

Dα(P | |Q) = log max
x

P(x)
Q(x)



Rényi Differential Privacy

•  Rényi Differential Privacy (RDP):


• 


• -RDP is -DP


• -RDP  -DP for any 

(α, ϵ)

∀D, D′ : Dα(M(D) | |M(D′ )) < ϵ

(∞, ϵ) ϵ

(α, ϵ) ⇒ (ϵ +
log 1/δ
α − 1

, δ) δ



Rényi Differential Privacy
Bad outcomes interpretation 

• -Differential Privacy: 


•  Rényi Differential Privacy (RDP): 



• -Differential Privacy:

ϵ ∀S Pr[M(D) ∈ S] ≤ eϵPr[M(D′ ) ∈ S]

(α, ϵ)
∀S Pr[M(D) ∈ S] ≤ (eϵPr[M(D′ ) ∈ S])1−1/α

(ϵ, δ) ∀S Pr[M(D) ∈ S] ≤ eϵPr[M(D′ ) ∈ S] + δ



Rényi Differential Privacy
Why better

• No catastrophic failure mode


• The composition of an -RDP algorithm and an -RDP algorithm is (α, ϵ1) (α, ϵ2)
(α, ϵ1 + ϵ2)


